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ENTERPRISE DM AUTOMATION THAT PASSES A
SECURITY REVIEW

Singlesign-on, anIP allowlist, customroles, approvals forlarge sends, an audit logwithexport and set-
up backups, withwhat ChatinFlow does not offerlisted plainly.
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Foralarge brand,the hard partof DMautomationis notthe first flow. Itis the security review before anyone
may connectanaccount,theregionalteamswho eachwanttheirown channels,the agency thatneeds
access without seeing everything,and the onewrong send thatreaches a whole country. ChatinFlow is built
sothatthese questions have plain answers:single sign-on overOpenlD Connect,an [P allowlist, roles with
exactly therights you give,a second approvalforlarge sends, an auditlog with CSV exportand set-up
backups.This guidewalks anIT lead, a security reviewerand a marketing ownerthrough arollout, step by

step,andlistsjustas plainly what ChatinFlow does not offer,so yourreview has nothing to discoverlater.

Key points

¢ OnBusiness and up,single sign-onworks over OpenID Connectwith Okta, Microsoft Entra ID, Google
Workspace and otherproviders,and emaildomains are proved witha DNSrecord.

¢ AnlPallowlistlimits where yourteamcanopenthe workspace from, while yourcustomers'chats,forms
and messages keep working.

¢ Afloworbroadcastthatcanreachl,000ormore contacts waits fora second personto approve it with
atwo-step code.

¢ The auditlogrecords who changed whatand when,the ownerexportsitas CSVonBusiness and up,and
set-up backups restore without overwriting anything.

¢ ChatinFlowis hosted inFinland,withno choice of region,and holds no SOC 2 report orISO 27001
certificate; SAMLand SCIMare not offered.



THE REVIEW IN ONE TABLE

What your review asks The answer

Who cansignin? Members of yourworkspace, through youridentity providerover OpenID Connect
whensingle sign-onis required

From where? Only from the networks on the IP allowlist, when you turniton

Who can change what? Five built-inroles and custom roles with exactly the rights you give
Canoneclickreach Asendto 1,000 ormore contacts needs asecond approver
everyone?

Whatchanged, and who The auditlog, filtered by memberand kind of event, exported as CSV
didit?

Where is the data? InaHetznerdata centerin Finland, inside the European Economic Area
Howare secrets kept? AES-256-GCM, with aseparate datakeyforeachworkspace
WhataboutAl? Onlyonthe providerkeyyou connect; ChatinFlow trains no model onyourdata

Whathappens on STOP? The personis unsubscribed, the tagis removed, everysequence ends and the chat
confirms it

STEP 1: PLAN YOUR WORKSPACES

Startwith the shape of yourorganization.Aworkspace holdsits own channels,inbox, contacts, flows,
analytics and auditlog.Most enterprises use one workspace perbrand orregion,such asoneforthe EU
supportdeskandoneforthe brand's Instagram, so aregionalteam neversees anotherregion's customers
and every auditlog staysreadable.

Inside aworkspace,teams sharetheinboxandthe flows.If two teams answerthe same customers, keep

them inoneworkspace and separate theirworkwithroles, tags and assignmentinstead.

STEP 2: TURN ON SINGLE SIGN-ON

Open Settings,then Accesssecurity.Singlesign-onandthelP allowlistare on Business and up,and only

the ownerchanges these settings.
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IPallowlist

Only these networks canopentheworkspace: thedashboard, the APlwitha tokenand liveupdates.
Yourcustomers are neverchecked, so sitechat, forms and messages keepworking.

© Allowednetworks o Off
Youare connecting from127.0.0.1. Add this address

No networks yet:yourteamcanopen the workspace fromanywhere.

+ Add anetwork

Servers that callthe APlwitha to kenneed theiraddresses here too. If yournetwaork changes and nobodycanopenthe
workspace, contactsupportto remove the list.

Single sign-on
Yourteamsigns inwith yourcompany'sidentity provider (CpenlD Connect): Okta, Microsoft EntraID,
GoogleWorkspaceand others. Only emaildomains you provewitha DNS recordsignanyonein.

£ ldentity provider ® Off

The IP allowlistand single sign-on, side by side in Access security. Demo workspace.

Single sign-on takes foursteps:

1.RegisterChatinFlow at yourprovider. Copy theredirect URIshown onthe pageinto anew OpenlD
Connectapplication at Okta, Microsoft Entra ID, Google Workspace oranotherprovider.

2.Paste the providerdetails. Fillin theissuerURL, the clientID and the client secret,and save the provider.
The secretis stored encrypted.

3.Prove youremail domains. Add thedomain of yourteam's emailaddresses and prove it with a DNS
record.Only proved domains sign anyonein.

4.Choose how new people join. With "Let people from these domainsjoin as members the first time they
signin”,a colleague withacompanyaddress getsin on theirfirstsign-in,asamember.

When single sign-onis required, members can nolongersignin with a password ora sociallogin,and the
ownerkeepsawayin.Asocialloginorsingle sign-onis neverattached to an existingaccountwith an

unverifled email, which closes acommon accounttakeovertrick.

STEP 3: KEEP THE DASHBOARD INSIDE YOUR NETWORK

Onthesamepage,thelP allowlist limits where yourteam can open the workspace from:the dashboard, the
APlwith atoken andliveupdates.Press Add anetwork, enteryouroffice orVPNrange,and save.The page

shows the address you are connecting from,with alinkto addit,so you do notlockyourself out on the first try.
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Yourcustomers are neverchecked, so the website chat,forms and messages keep working from anywhere.
Servers thatcallthe APIwith a token need theiraddresses on thelisttoo.If yournetworkchanges and nobody

canopentheworkspace,contactsupporttoremove thelist.

STEP 4: GIVE EACH JOB ITS OWN ACCESS

OpenTeamandinvite people with therole that fits.

L
20 : o O -
Members Invites Departments Roles .
Invite teammate

Who works in this Waiting to join Teams thatshare Who candowhat :

. They get alink by email
workspace conversations

Roles built for your team + Newrole

Giveajob exactly the permissionsit needs, suchasasupport lead who answersand assigns
conversationsbut nevertouchesbilling. Achange to arolereacheseveryone who holdsitatonce.

'.l“J No custom roles yet Start fromabuilt-inrole and add ortake away what the job needs.

What eachrolecando

The built-inroles, read from the workspace permissioncatalog. Whennone of themfitsajob,
create yourownrole.

Howtochangesomeone’s access
Open the Members tab, open a teammate’s menu, andpick a built-in role crone ofyourown. The change applies immediately.

Inboxagents workonlyin theinbox. Unless Settings > Inboxlets themsee every conversation, theyseeonlythe ones assigned to them.
GotoMembers

Capability Owner Admin Member Inbox agent Viewer

Invite &managemembers
Send invites,change roles, remove people

(?hannels - i v

Built-inroles side by side,and room forcustom ones.

Apatternthatworks foralarge brand:

PlatformownersinIT ormarketing operations as admins,who connectchannels,manage members and

approvelarge sends.
Campaign managers as members,who build flows and broadcasts.

Support agents asinboxagents,who answeronly the conversations assigned to them unless you allow
them to seethe wholeinbox.

Leadership as viewers,with limited access and no access to members, billing orthe auditlog.
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Compliance reviewers with a custom role that can view the auditlog and change nothing else.

Anoutside agency with a custom role thatbuilds flows but nevertouches billingormembers.

A custom role starts from a built-inrole,and you add ortake away what thejob needs.Achangetoarole

reaches everyonewho holdsitatonce,so tightening access afterareorganizationis one edit.

STEP 5: MAKE LARGE SENDS NEED A SECOND PERSON

Therealriskin messaging atscaleis one wrong send.When a flow with a sending stepis publishedina
workspacewith1,000 contacts ormore,orabroadcast's audiencereaches1,000,anotherteammatewho
canpublish approvesit first,with theirtwo-step code.The approval covers what was reviewed, so changing
the contentasks again.Every publishbecomes anew version,so a mistake can berolled backto the version
beforeit.

Make sure every workspace has atleast two people who can publish.If onlyone person can,they approve

theirown requestwith a fresh code,whichis safe butdefeats the purpose of a second pairof eyes.

STEP 6: KEEP THE RECORD

Openthe Workbench to read the audit trail: who connected a channel, published a flow,changed arole or
approvedasend,with thetime, the details and the IP address.
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WHO CHANGED
WHAT, WHEN

Filter, inspect andexport the audit trail. who changed
what, when, and fromwhich actor. Alltimes are UTC.

Activity (26 Health Security

>_ Workbench 26events

EVENTS | '
-

1peopleandsystems

P Channel connected
Preview Owner - 24mago

In thisperiod Oprivacy Osecurity

tyorj/kto move between events

Q Searchaction, entity, IPorrequestid T 7days v 99 Alimembers v =" Everything v o Live off 9] &

Channelconnected 2026-10-17 17:54:02
Preview Owner -.channel_connection #9

Taskchanged 2026-10-1518:38:39
Preview Owner -task #16

Taskchanged 2026-10-1518:38:39
Preview Owner -task #15

Taskchanged 2026-10-1518:38:39
Preview Owner -task #14

Taskchanged 2026-10-1518:38:39
Preview Owner -task #9

#30

Channel connected

% Filterby this actor Y Filterby this action

Actor Preview Owner -owner@preview.chatinflow.test
Action channel.connected

Entity channel_connection -9

IP address 1270.01

Who changed whatand when, with security eventsin theirown tab. Demo workspace.

OnBusinessandup,the ownerexports every eventthat matches thefilters as CSV foryourown reviews; the

exportstays with the ownerbecauseit takes the whole trail off the platform.Alltimes arein UTC, so events

from teamsin differenttimezoneslineup.Auditrecords cannotbe edited ordeleted from the dashboard.

STEP 7: BACK UP THE SET-UP

UnderSettings, Backups,the ownerkeeps planned copies of eachworkspace's set-up on Businessand up.
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Workspace

Set-up backups

Keepcopies of yourset-up: flows, saved steps, tags, fields, segments, quick replies and Al prompts.
Contactsand conversationsarenot part of abackup.

Backups

Restoring adds back what is missing: nothingis overwritten, and flows comeback asdrafts foryouto
review and publish.

Backup automatically Keep thelast

Off v 7 Sii\ifé-:hcl’isﬂ’ﬂ]&“ & Backup now

No backups yet.

Flows, saved steps, tags, fields, segments, quickreplies and Alprompts,on a schedule.

Aset-up backup holds flows, saved steps, tags, custom fields, segments, quickreplies and Alprompts.
Restoring adds backwhatis missing without overwriting anything,and flows come backas drafts.The

database anduploadedfiles,contacts and conversationsincluded, are also backed up every night.

STEP 8: CONNECT YOUR SYSTEMS

On Growth andup,the RESTAPlandits tokensletyoursystemsread and write workspace data. Outgoing
webhooks send events to yourendpoints, each signed with that endpoint's secret, so yourreceivercan
checkthe message came from ChatinFlow.The MCP serverlets an Alassistant yourteam already uses read

theworkspace;a write token adds notes and tags,anditnevermessages customers.

Fora CRM,an HTTP request stepinaflow cansendalead ora ticket to HubSpot, Salesforce oryourown

system,andtheresponseis savedinthe flow forthe nextmessagetouse.

OPT-OUT, CONSENT AND DATA RIGHTS

A STOP orUNSUBSCRIBE reply unsubscribes the person,removes the tag,ends every sequence theyarein
andconfirmsitinthe chat,in every workspace, withoutanyoneremembering to do it. On WhatsApp,
messages you startgo outas templates approved by Meta,and Meta'srulesrequire thattheyreach only
peoplewho optedin.

UnderSettings,Privacy,the ownerexports the workspace's data,and a contact's datais erased from

Audience whentheyaskto beforgotten.Exportand erasejobs complete within 30 days.
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PROCUREMENT, IN PRACTICE

Security questionnaire. Senditto security@chatinflow.com and getwritten answers.

Dataprocessingterms. The DPA,with the EU Standard Contractual Clauses and the UKAddendum,is
partofthe Terms of Service and applies automatically. Fora countersigned copy, email
legal@chatinflow.com.

Subprocessors. Hetznerforhosting, Cloudflare forthe networkedge,and Paddle and Stripe for
payments.Channels andtools you connectreceive data because you connected them.

Availability. An automated checktests the service every five minutes, and the status page shows each
service's health.Thereisno contractualuptime SLA.

Pricing. Enterpriseis set percontract, with the controls yourreview needs.

WHAT CHATINFLOW DOES NOT OFFER

NoSOC 2 report orlISO27001certificate.

No SAML and no SCIM provisioning. Single sign-onworks overOpenlD Connect,and adminsinvite,
changeandremove membersin settings.

Noregionchoice oron-premise hosting. Everyworkspaceis hostedin Finland.

No end-to-end encryption. Messages are encryptedin transitand stored on servers closed to the
internet,and ChatinFlow reads them to runyourautomations.

Nouptime SLA.

A 30-DAY ROLLOUT PLAN

1.

Week 1. Security review with the questionnaire and the security page; create the first workspace forone
brand orregion.

.Week 2. Single sign-on,proved domains and the IP allowlist; invite the platform owners and setup

customroles.

.Week 3. Connectonechannel, publish the first lows with a second approver,and test STOP end to end.

.Week 4.Theownerexports the auditlog foryourfirstreview; schedule set-up backups and add the next

region.

COMMON MISTAKES

One workspace foreveryregion. Auditlogs and analytics get mixed.Use one perbrand orregion.
Asingle publisher. Name atleasttwo peoplewho can approvelarge sends.

Allowlisting only the office. Add yourVPNand the servers that callthe APl,orremoteteammates and
integrations stop working.

Adminforeveryone. Mostpeopleneed member,inboxagentora customrole.

Reviewing frommemory. Have the ownerexport the auditlog forevery quarterly review.
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QUICK ANSWERS

Do yousupport SAML?

No. Single sign-onworks overOpenlID Connect,with Okta, Microsoft Entra ID, Google Workspace and other

providers. SCIM provisioningis not offered either.

Canwe keep eachregion's data apart?

Yes,byworkspace.Eachworkspace hasits own channels,inbox,contacts,analytics and auditlog,and a
personinvited to oneregion's workspace sees nothing of another's.

Canthe IP allowlist block our customers?

No.Customers are neverchecked, so thewebsite chat,formsand messages keep working.The allowlist
appliestoyourteam's dashboard, APltokens andlive updates.

Where is our datahosted?

InaHetznerdata centerin Finland, inside the European Economic Area.Thereis no choice of region.

Are our conversations used for model training?

No.ChatinFlow trains no model on yourconversations.Alruns only on the providerkey you connect,under

thatprovider's terms.

SOURCES

How OpenlD Connect works, OpenID Foundation,on single sign-on with OpenlD Connect.
General DataProtectionRegulation, the fulltext,on data subjectrights and processors.

Standard Contractual Clauses, European Commission,on transfers outside the EEA.

DO IT IN SECONDS, FREE

chatinflow.com/solutions/for-enterprise
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https://openid.net/developers/how-connect-works/
https://gdpr-info.eu/
https://commission.europa.eu/law/law-topic/data-protection/international-dimension-data-protection/standard-contractual-clauses-scc_en
https://chatinflow.com/solutions/for-enterprise
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