® ChatinFlow FREE GUIDE

CHATINFLOW SECURITY: HOW YOUR
CONVERSATIONS ARE PROTECTED

Whereyourdatalives, how secrets are sealed, sign-inandroles, approvals for big sends, the audit trail,
backupsandyourdatarights, withthe gapslistedjust as plainly.
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ADMautomationtoolholds some ofthe most sensitive data a smallbusiness has: every conversation with
every customer,the tokens thatlet software postas yourbrand,and the keys to yourAland payment
accounts.Beforeyou connectanything,you shouldknow where thatdata lives,who canseeit,howitis
protected andwhatyou candowhen something goes wrong. This guide explains ChatinFlow's securityin
plainterms:theinfrastructure,how secrets are sealed, sign-in and sessions,roles and approvals, the audit
trail,backups,andyourdatarights.ltalso lists,just as plainly, what ChatinFlow does nothave yet,soyou can

judgeitagainstyourown requirements.

Key points
¢ Dataisstored onChatinFlow's serversina Hetznerdata centerinFinland,inside the EuropeanEconomic

Area,behind Cloudfiare, withthe database and cache closed to the internet.

e Channeltokens,integrationsecrets and Alkeys are sealed withAES-256-GCM, witha separate data key
foreachworkspace,and every connectionuses TLS1.2 or1.3.

e Everyaccountcanuse two-step sign-inwithanauthenticatorapp and signout every othersession;
Business and up add single sign-onthrough OpenID Connectand anIP allowlist.

¢ Roles,customroles andasecondapprovalforflows and broadcasts thatreachmany people keep one

clickfromreaching everyone by mistake.

e ChatinFlowdoesnotholda SOC2reportoranISO 27001certificate; this guide describes the controls
thatareinplacetoday.

WHERE YOUR DATA LIVES

ChatinFlow runs onits own serversin a Hetznerdata centerin Finland, inside the European Economic Area.
Thedashboard,the APland the automation workers run there,and contacts, conversations and uploaded
files are stored on the same servers, closed to theinternet:the database and cache acceptno connections
from outside.

Cloudfiare sitsin front of chatinflow.com. It filters traffic before itreaches the servers, absorbs attacks and
serves thesite's static files from a nearbylocation. Every connection between yourbrowser, the platforms
and ChatinFlow is encrypted with TLS1.2 or1.3,and HSTS tells browsers neverto fallbackto anunencrypted

connection.
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Layer

Network edge
Connections
Database and cache
Secrets

Backups

Monitoring

What protectsit

Cloudflare in frontof chatinflow.com, filtering traffic and absorbing attacks
TLS 1.2 or1.3 only, with HSTS

Closedto the internet,reachable only from the servers themselves
AES-256-GCM, with aseparate data keyforeachworkspace
Anightly copy of the database and uploaded files

An automated health check every five minutes

HOW SECRETS ARE SEALED

Themostvaluable thingsina ChatinFlow workspace are not messages butkeys: the token thatlets

ChatinFlow answeras yourinstagram account, the secret of awebhook,yourOpenAl or Stripe key. A leaked

tokenisworsethan aleaked conversation,because someone could send as you.

ChatinFlow seals them with envelope encryption before theyreach the database.Each workspacehasits

own datakey;each secretis encrypted with AES-256-GCM underthatkey. Afteryou save a key, the

dashboard only evershows a masked preview. If yourotate a key at the provider,updateitin ChatinFlow and

theoldoneisreplaced.

Paymentsworkthe sameway from the otherside: card details neverreach ChatinFlow at all. Subscription

payments are handled by Paddle and Stripe,and Buy button paymentsin yourflows go through yourown

Stripe orPayPalaccount, straightto you.

STEP 1: LOCK DOWN SIGN-IN

Open Settings, Security. Three thingslive here.
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Account

Signh-in and sessions

Activedevices, recent sign-inactivity, andwaysto lockdownaccess.

Two-factor authentication > Enable

Astolenpassword aloneshould not openyouraccount.

@ Off . Add an authenticatorapp

Works with Google Authenticator, IPassword, andsimilarapps.

Password Change password

Applies to every workspaceyoubelong to.

D Keep the frontdoorboring

Long,unique,andnowhere else. Apassword managerdoes thehardpart.

& Longandunique ) Useapassword manager
One password peraccount, 10 + characters Generate,store, and autofillsafely

Turn on two-factorauthentication and keep along, unique password.

Two-factorauthentication. Astolen passwordalone shouldnotopenyouraccount.Turnitonwith
Google Authenticator, 1Password ora similarapp,on every plan.Afterthat, each sign-in asks forthe six-
digitcode.

Password. [tapplies to everyworkspace you belongto.Long,unique and storedin a password manager
isthewholerecipe.

Active sessionsand recent activity. Every device signedintoyouraccountislisted, with the browser,
the system and the time.Revoke one,orrevoke allothersessionsin oneclickwhen a laptop goes missing.

Sign-inwith an outsideidentityis guarded too.Asociallogin orsingle sign-onis neverattached to an existing

accountwiththesameemailthathasnotbeen verified, which closesacommon accounttakeovertrick.

STEP 2: GIVE EACH PERSON THE RIGHT ROLE

OpenTeamtoinviteteammates and choosetheirroles.The Roles tab shows whateach built-inrole can do,
capability by capability.
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Members Invites Departments Roles

Who works in this Waiting to join Teams thatshare Who candowhat
workspace conversations

Roles built for your team

Giveajob exactly the permissionsit needs, suchasasupport lead who answers and assigns
conversationsbut nevertouchesbilling. Achange to arolereacheseveryone who holdsit atonce.

i/ Nocustom roles yetStartfromabuit-inroleand add ortake awaywhat the job needs.

What eachrolecando

The built-inroles, read from the workspace permissioncatalog. Whennone of themfitsajob,
create yourownrole.

Howtochangesomeone’s access

© >
Invite teammate
They get alink by email

+ Newrole

Open the Members tab, open a teammate’s menu, andpick a built-in role orone ofyourown. The change applies immediately.

Inboxagents workonlyin theinbox. Unless Settings > Inboxlets themsee every conversation, theysee only the ones assigned to them.

GotoMembers

Capability Owner Admin Member

Invite &managemembers
Send invites,change roles, remove people

Channels

Built-inroles side by side,and room foryourown.

v v =

Inbox agent Viewer

Ownerand Admin can do everythingin the table:invite and manage members,connect channels, build
and publishautomations,launch broadcasts,changetheplanandread the auditlog.

Memberworksintheinboxandwith contacts, with limited access to channels,automations,deals and

broadcasts,andno accessto members,billing orthe auditlog.

Inboxagent works onlyintheinbox.Unless Settings, Inboxlets them see every conversation, they see only

the ones assignedto them,andthey cannotbuild automations orlaunch broadcasts.

Viewerhaslimited access across theworkspace and cannotmanage members, billing orthe auditlog.

When none of them fits ajob, create a customrole:start from a built-inrole and add ortake away what the

jobneeds,suchasasupportleadwho answers and assigns conversations but nevertouches billing. A

changetoarolereacheseveryonewhoholdsitatonce.

STEP 3: REQUIRE A SECOND PAIR OF EYES FOR BIG SENDS

Aflow orabroadcastthatcan messagealarge share of yourcontacts doesnotgolive onone person's click.

When a flow with a sending stepis publishedin aworkspace with 1,000 contacts ormore,ora broadcast's

audiencereaches1,000,anotherteammatewho can publish approvesitfirst. If you are the onlyonewho can
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publish,you approve yourownrequestwith a fresh two-factorcode.The approval covers what was

reviewed, so changing the contentasks again.

Thisisthe controlthatprevents theworstautomation accident:a testmessage sentto everyone.

STEP 4: KEEP AN AUDIT TRAIL

Everychangeintheworkspaceis written down.Open the Workbench to seewho changed what,when and

from which actor.

| K]
WHO CHANGED
26

WHAT, WHEN peopleandeystens

Filter,inspect and export the audit trail. who changed p Channelconnected

) . Previ .
what, when, and fromwhich actor. Alltimes are UTC. EVEROWe 2 dmago

In thisperiod Oprivacy Osecurity

Activity 26 Health Security
>_ Workbench 2éevents 1y orj/kto move between events
Q Searchaction, entity, IPorrequestid T 7days v 99 Alimembers =" Everything v ® Live off O &
Channelconnected 2026-10-17 17:54:02
Preview Owner.channel_connection #9 #30
~ Channel connected
Taskchanged 2026-10-1518:38:39
Freview Owner-tasicilo % Filterby this actor ¥ Filterby this action
Taskchanged 2026-10-1518:38:39
Preview Owner -task #15 Actor Preview Owner -owner@preview.chatinflow.test
Taskchanged 2026-10-1518:38:39 Action channel.connected
Preview Owner -task #14
Entity channel_connection -9
Taskchanged 2026-10-1518:38:39
g 7 IP address 1270.01

Preview Owner -task #9

Filter,inspectand exportthe audittrail. Demo workspace.

Activitylists workspace changes,suchasachannelconnected,a flow published oramember'srole
changed,with theactor,thetime and the details.

Security lists security eventsin theirown view, apart from everyday changes.

Filtersnarrow thelistbytimerange,bymemberandbykind of event,and every event shows its details
and [P address.
Export downloads every eventthatmatches the current filters as CSV,on eligible plans,foryourown

reviews.
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Alltimes arein UTC,so events from differenttime zoneslineup.

STEP 5: BACK UP YOUR SET-UP

The databaseanduploaded files are backed up every night. On top of that,workspaces on eligible plans can
keep theirown copies of theirset-up underSettings, Backups.

Workspace

Set-up backups

Keepcopies of yourset-up: flows, saved steps, tags, fields, segments, quick replies and Al prompts.
Contactsand conversationsarenot part of a backup.

Backups

Restoring adds backwhat is missing: nothingis overwritten, and flows comeback asdrafts foryouto
review and publish.

Back up automatically Keep thelast

Off v 7

& Backup now

No backups yet.

Backup flows, saved steps, tags, fields, segments, quickreplies and Al prompts.

Aset-up backup holds yourflows, saved steps,tags,custom fields, segments, quickreplies and Alprompts.
Contactsand conversations are not part ofit. Restoring adds backwhatis missing without overwriting
anything,and flows comebackas drafts foryoutoreview and publish.Keep the last severalbackupsona
schedule,orpress Backup now before abigchange.

STEP 6: HANDLE DATA REQUESTS FROM THE DASHBOARD

Customers haverights overtheirdata,and so doyou.Settings, Privacy handles therequests withouta
support ticket.
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Workspace
Privacy and data

Export requests, erasure, and how this workspace handles personaldata.

Howlong we keep data

Messagelogs andautomations stay whiletheworkspaceis active. Closed support tickets areretained
for24 months. GDPR export and erasejobs completewithin30days. Bilinginvoicesstay forthe
statutory period. Deletedworkspaces are purged after thedocumented gracewindow.

Retentionis documented hereso the privacy page matches thelive backendjobs. Export orerase below
whenyou needacopyoradeletion.

Recentrequests

Exports and deletes appear hereuntilthey finish.

A2

Norequestsyet

Start anexport belowwhen you need a copy of yourworkspace data.

Exportthe workspace, erase a contactordeleteyouraccount, from the dashboard.

Export workspace data. Messages,contacts and metadata as a downloadable archive.
Erase acontact. Deletethem in Audience when a customerasks to be forgotten.
Delete youraccount. From yourprofile;yourpersonal datais erased aftera grace period you can cancel.

Retention. Messagelogsandautomations stay while the workspaceis active,closed support tickets are
keptfor24 months,and exportand erasejobs complete within 30 days.

STEP 7: SINGLE SIGN-ON AND IP ALLOWLISTS FOR LARGER
TEAMS

Business and up add two controls forteams with an IT department.

Single sigh-onthrough OpenID Connect. Connectyouridentity provider,such as Okta, Microsoft Entra ID
orGoogle Workspace,and verify youremaildomain with a DNSTXT record. With single sign-on required,

members cannolongersigninwith a password orasociallogin; the ownerkeeps awayin.
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AnIP allowlist. The ownercanlimitwhere membersreach the workspace from:the dashboard, APl keys, the
realtime connection and notifications.Paths yourcustomersuse,such as the website chatand booking

pages,arenot affected.

Al AND OUTSIDE PROVIDERS

Alreplies and theinboxhelpers run on keys you connect, from OpenAl,Anthropic, Google GeminiorAzure
OpenAl.Without a key,no conversation textis sentto an Alprovider,and ChatinFlow does not train any model
onyourworkspace.When those features run,the text goes to the provideryou picked,underyouraccount
andthatprovider's terms.Incoming voice messages are transcribed automatically on ChatinFlow's own
serversin Finland,in a process with no networkaccess,so thataudio neverleaves them.Onlywhen a
teammate presses Transcribe on one message while that serviceis unavailable is the message sentto
OpenAl,ontheworkspace'sownkeyandonlyif oneis connected.

The companiesthatprocess data forChatinFlow itself are Hetzner, forhosting, Cloudflare, forthe network
edge,and Paddle and Stripe, forpayments.Channels and tools you connect,such as Meta's apps, Telegram
oryourCRM, receive databecauseyou connected them.

WHAT CHATINFLOW DOES NOT HAVE YET

Honestgaps helpyou decide.

NoSOC 2report orlISO27001certificate.
No SAML and no SCIM. Single sign-on works through OpenID Connect.

Noend-to-end encryption. Messages are encryptedin transitand stored on servers closed to the
internet,but ChatinFlow canread them torunyourautomations.

Noregionchoice. Workspaces arehostedin Finland.

No paid bugbounty. Security reports are welcome at security@chatinflow.com.

REPORTING A SECURITY ISSUE

Found a problem? Email security@chatinflow.com with the steps toreproduceitanditsimpact,and give

ChatinFlow the chance to fixit before you shareit publicly. The scopeis chatinflow.com andits API.

Envelope encryption. Eachworkspacehasits own data key,and each secretis encrypted with AES-
256-GCMunderthatkey.
Two-stepsign-in. Asix-digitcode from an authenticatorapp ateach sign-in,available on every plan.

Second approval. Acheckbefore aflow orbroadcastthatcanreach1,000 ormore contacts goeslive:
anotherteammate who can publish confirmsit.
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Set-upbackup. Aplanned copy of flows, saved steps, tags, fields,segments, quickreplies and Al
prompts,restored without overwriting anything.

QUICK ANSWERS

Istwo-factor authentication available onthe free plan?

Yes.Two-step sign-in with an authenticatorapp works on every plan,as does signing out every othersession.

Cananinbox agent see every conversation?

Onlyifyou allow it.By defaultaninboxagent sees the conversations assigned to them; Settings, Inboxcan let

them seeeveryone.

Are contacts part of aset-up backup?

No.Aset-up backup holds flows,saved steps, tags, fields,segments, quickreplies and Alprompts.The
databaseitself,contacts and conversationsincluded,is backed up every night.

Where do | see who changed a flow?

Inthe Workbench audit trail. Filterby the memberorby the kind of event,and open the event forits details.

SOURCES

General DataProtectionRegulation, the fulltext,on data subjectrights.
How OpenlID Connect works, OpenlD Foundation,on single sign-on with OpenlD Connect.

RFC 6797 :HTTP Strict Transport Security, [ETF.

DO IT IN SECONDS, FREE

chatinflow.com/security
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https://gdpr-info.eu/
https://openid.net/developers/how-connect-works/
https://www.rfc-editor.org/rfc/rfc6797
https://chatinflow.com/security
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